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Attachments:


1. Overall Description:

SA3 thanks SA2 for the LS (S2-184510/S3-181627) “LS response on Initial NAS message protection”. 

SA3 discussed SA2 questions regarding SA3’s solution and would like to provide the following answers:

Question 1: in the initial NAS message protection solution proposed by SA3, are the parameters that need to be ciphered always sent once the full security context has been established between the UE and the network?
Answer: Based on CT1 decision not to support partially ciphering mechanism in R15 (CT1 LS S3-181112), all the parameters that need to be ciphered are not always sent at the same time when the full security context has been established. However, if it is supported in R15, the ciphered parameters could include the following additional IEs, PDU Session status, PDU Session(s) to be re-activated, Follow on request, MICO mode preference, and the List of Allowed PDU Sessions. However, these IEs currently have no confidentiality requirement.
Question 2: what procedures besides Registration does SA3 expect the initial NAS message protection solution should apply?
Answer: In addition to initial Registration, SA3 also sees that Service Request and EPS to 5GS idle mode mobility are impacted. Note that SA3 also considers Mobility Registration Update, Periodic Registration Update, and Capabilities or Protocol Parameters Update as part of the Registration.
2. Actions:

To SA2 group.

ACTION: 

1. SA2 is kindly requested to consider SA3 feedback as described above. 
3. Date of Next TSG-SA WG3 Meetings:

SA3#92
                20-24 August 2018


Dalian, China

SA3#92Bis
                24-28 September 2018


Harbin, China
